Abstract-The advancement of computer and Internet technologies have brought teaching and learning activities to a new dimension. Learners were virtually moved out from their classrooms to a new learning environment where learning contents and materials were delivered electronically. This new environment, which is called e-learning environment uses the web and other Internet technologies to enhance teaching and learning experience. The success and failure of any e-learning system fall on how secure the system is. Security of an e-learning system is very important so that the information contained in the system is not compromised. However no matter how secure an elearning system is the security threats always fall on human factor. Human is identified as the weakest link in information security and lack of security awareness such as password sharing will compromise the security of e-learning system. This paper studies the awareness level in information security among elearning users, particularly students at Higher Education Institution. The study focuses on evaluating awareness level, perception and behavior of e-learning users from International Islamic University Malaysia. Results of this study helps the university authority in preparing effective and specific awareness program in e-learning security for their students.
INTRODUCTION
Information and Communication Technology (ICT) growth has given significant impact in human life. People rely on the ICT in doing things in their daily life. Businesses, educational sectors, governments, organizations and individuals claimed a lot of benefits from the ICT.
In educational sector, the advancement of Internet technology has changed the education environment itself. The education environment can be divided into two categories, which is traditional education environment and e-learning education environment [4] .Traditional education environment is described as central physical teaching facility (institution) consists of lecturers, students and database. It is restricted to only one physical location. At the other hand, e-learning environment is a technology based learning where learning material is delivered electronically. E-learning has the advantages low campus maintenance cost, larger population served, up-to-date information and accessibility. Education sector has now moved from a traditional education environment to e-Learning environment [4] .
In the context of Higher Education Institution in Malaysia, the implementation of e-learning was done since year 2000. A report produced by Ministry of Higher Education Malaysia (MOHE) pointed out eight key areas that provides comprehensive study on the status, trends and challenges of elearning in Malaysia Higher Education Institutions. They are (i) Policy (ii) Governance (iii) Learning Management System (LMS) (iv) Training (v) e-Content Development (vi) Integration in Teaching & Learning (vii) Quality Assurance and (viii) Future Plans [5] . In the third area, which is the LMS raised issues of e-Learning effectiveness from user perspective. Result obtained from 26 e-learning administrators, 1,635 lecturers and 6,301 students shows that most of the features of LMS such as accessibility (61.5%), reliability (57.7%), user friendliness (57.7%), security (57.7%), flexibility (53.8%), and scalability (53.8%) are performing well. However, even security is performing well, there is a security trade-off that will cost money, time, convenience, capabilities, and liberties [6] . The awareness level of e-learning users varies according several categories. The categories can be based on age, gender and academic rank [7] of the users. Different level of security awareness among e-learning users will lead to security issues such as a students could intercept another student's work and resubmit as her/her work, a student could obtain unauthorized access to the examination database and change his/her marks or the marks of any other students and a student could receive assistance while writing the examination [4] .
International Islamic University Malaysia (IIUM) is one of the institutions that implemented e-learning in their teaching and learning environment. The use of an e-learning system called iTa'leem (Innovative Teaching and Learning Environment System) has significantly improve the quality of teaching and learning at the university. Lecture notes, teaching videos, audios, test and course enrollment were made available in iTa'leem for easy access to lecturers and students. According to the university' authority, several attacks and attempts to breach iTa'leem security were found every semester especially during the course enrollment period. The attacks, which came from internal network of the university concentrated on data manipulation (add and drop of subjects) and denial of service of e-learning website.
Despite the ongoing issues on security regarding the elearning system, the university authority were found of not having scheduled and proper awareness program / campaigns to students. The awareness program were only done based on request from the users, and during briefing session for new students every beginning of new intake. This paper will discuss on the security awareness level among IIUM undergraduate students who have experience in using iTa'leem.
II. LITERATURE REVIEW E-learning has become important component in teaching and learning activities. The concept of e-learning started from traditional education which is described as central physical teaching facility consists of lecturers, students and database. The concept then moved to the technology based learning where learning material is delivered electronically [4] . The ecosystem of e-learning as mentioned by Eswari [8] includes e-learning stakeholders, e-learning portals, ICT infrastructure and processes. The stakeholders consist of students, instructors, content providers, educational institutions and service administrators [9] . Researchers found that in raising security awareness among students, a discussion based information security course can be used. Topics related to information security will be put in e-learning system to be discussed among students [10] . Others found that trainings [11] , attitudes and behavior [12] reflects the security awareness of e-learning users. Influence from organizations and regular assessment [13] also determined to be among the factors in raising awareness among e-learning users.
User perception in information security is also important in determining level of awareness of users of e-learning system. Perception towards security threats, issues and attacks will lead an e-learning user from being a victim of security attack. It requires time, resources and motivation to educate users [14] and perception varies according to age, gender and level of education [15] . Positive perception towards severity of threats in e-learning synonyms with experienced users and they require high level of privacy to protect their learning activities in e-learning [16] .
Security threats in e-learning can come from the system itself, hardware [17] [18], network infrastructure [19] and social engineering attacks [14] [20] [21] . Once the system is compromised, unauthorized access to any particular user account in e-learning system will lead to unauthorized alteration of materials, data manipulation, bogus course material [22] , denial of service and many more.
Human aspect questions [10] [14] [20] in information security are among the component in awareness survey questionnaire. Questions on users' background, experience in using computers, using the Internet [15] , password management [3] , perception towards severity and threats and safeguard effectiveness [21] were asked in user awareness assessment survey to determine the awareness level of the users. For perception test, a social engineering attack called phishing [20] [22] were done to the survey respondents to assess their behavior and reaction towards the attack.
III. METHODOLOGY
The data collection of this study consists of two parts as shown in Figure 1 , which is survey questionnaire and behavior test. The participants of this study were undergraduate students from International Islamic University Malaysia (IIUM). The selection of the students were done randomly, where 100 questionnaires were distributed at classes and computer labs. The participants must be among those who are using the iTa'leem. The participation in this research is on voluntary basis and participated students need to sign a consent form to avoid any future issues. The questionnaire shown in Figure 2 covers on user demography, security awareness and perception towards threats in e-learning with five Likert scale answer according to their agreement with the statements; (1) Strongly Disagree, (2) Disagree, (3) Fairly Agree, (4) Agree and (5) Strongly Agree. The observation will be based on four categories, which is age, gender, user experience and respond to threat. Quantitative analysis will be done on the data collected using multiple regression method in SPSS software. The behavior test of this study uses phishing attack shown in Figure 3 to see relationship between awareness and perception of the respondents towards the attack. Fake iTa'leem maintenance website was established and emails were sent to the survey respondents to update their personal information. Those who reply the email and provide their information will be recorded for analysis. The questionnaire were distributed randomly to students at International Islamic University Malaysia (IIUM) Gombak Campus. Out of 100 questionnaires, 98 questionnaires were returned. Only 88 questionnaires were found fit for analysis. Ten were rejected due to incomplete information of the respondents. Based on Table 1 , mean (SD) age of the respondents was 22.03 years old (1.78). Female students dominated the respondents number by 72 students (81.8%) while male students responded to the survey questionnaire were 16 students (18.2%). Mean (SD) year of study for the respondents was 3.03 (0.89). Respondents who had the experience in using computer for more than 5 years were 71 students (74.7%) and those with less than 5 years were 24 students (25.3%). Years of using Internet showed 87 students (91.6%) have the experience of using the Internet for more than 5 years, and only 8 students (8.4%) have the experience of using the Internet for less than 5 years. For self-rated computing skills, out of 88 respondents most of the students rated themselves as intermediate with 52 students (59.1%). Thirty three students (37.5%) rated themselves as advanced and only 3 students (3.4%) rated as beginner. Table 2 shows the level of awareness, perception and behavior showed that the awareness level of the respondents was very good. It can be seen from the result, where 50 students (56.8%) were found aware on security issues in elearning compared to 38 students (32.2) found not aware on the security issues. Perception was also good with 52 students (59.1%) found to have positive perception towards severity of security issues and attacks in e-learning. Thirty six students (40.9%) found to have negative perception towards security issues and attack. Response to security threat showed only 7 students (8.0%) responded to the phishing email where 81 students (92.0%) did not respond or ignore the email. This study proved that there is always positive relationship between variables in determining security awareness in elearning system. Figure 4 shows the positive relationship found between total score awareness and total score perception of the respondents. In this case, increase in good perception indicates the increase in security awareness in security. Studies by previous researchers found that younger users tend to fall into victims of social engineering scams like phishing [23] . Studies also found that the level of security literacy was high for older and experienced users [7] [14] [21] . Fair assumption was made for this study, which is the older the age of the e-learning users, the higher the awareness level they have. In this study, age is proved to have significant impact in determining security awareness and positive behavior in e-learning security. Result showed that older respondents have 1.18 times more awareness than younger respondents. It can be interpreted as older students have more awareness on security and threats in e-learning compared to younger students. Therefore the assumption made for age factor in this study was met.
Other researchers in their studies found that in determining security awareness and perception towards security threats, female students are more aware rather than male students. They perceived the attacks as severe while male have less severe perception on security attacks [7] . In terms of information security awareness like password sharing, storing important data, male students were found to be less concern about their information security [3] [24] . It is assumed that female students have more awareness than male students in elearning security. It is also assumed that female students have positive perception towards severity of information security attacks towards them. However in the case of IIUM students, the result showed that the male respondents, have 1.24 times more awareness compared with female respondents. It contradicts the assumption that male have more security awareness than female students in using e-learning system. Small number of male students participated in this study (16 students) compared with 72 female students was identified to be the contributing factor for this situation.
Year of study and experience in using computer and Internet were also among the factors associated with awareness level among e-learning users. Experience in using e-learning system related directly to the year of study of any particular students in the university. Year of study can also be interpreted from the students' age obtained from the survey, which suggested the older students the experienced he or she in using e-learning system [7] . Younger users with less year of experience were prone to fall into victims in social engineering attacks [23] while older users were found to be more competent in dealing with security attacks [24] . It can be assumed that in for year of study, years of using computers and years of using Internet the more experience in years the higher the awareness level of e-learning users. Result for year of study showed the opposite side. The study found that senior students tend to have 0.83 times less awareness compared to junior students. Same results found for years of using computers and years of using the Internet. The results showed that students with more than 5 years experience in using computers were 0.83 less aware than those who have less than 5 years experience. Students with more than 5 years experience using the Internet were also found 0.71 less aware than students who with less than 5 years experience in using the Internet. Table 3 shows detail on factors associated with awareness level among e-learning users at IIUM. Users with experience in computer and Internet tool tend to avoid themselves from clicking any suspicious links or reply to any unknown email asking their personal information. The awareness of these users towards threat severity is considered high [21] . Users with enough training and exposure on threats such as phishing also found to restrict themselves from being involved with this threat [20] . The model is fit. Model assumptions are met. There is no interaction and multicollinearity.
Previous research also found that there was high percentage on users who understand the threats compared to those who did not understand it [14] . Other research stated that awareness on security attack such as phishing should be done in form of formal training to e-learning users in order to increase their awareness level [10] . Therefore in respond to security threat, an assumption was made, which is students who did not respond to threat are more aware than students who responded to the similar threat. The result showed that the respondents have 1.22 times awareness not to respond to phishing email sent to them, which proved the assumption for this factor.
V. CONCLUSION
The fast growing of information technology has exposed people to information security threats and attacks. The type of threats varies and people need to be aware on those threats to avoid them from falling into victims of cyber attack. In the perspective of teaching and learning activities, e-learning as it is different from traditional learning environment has the risk of being exposed to the security threats and attacks. As discussed earlier, people are the weakest part that contribute to the attack and security compromise in e-learning system. Thus people factor needs to be strengthen in order to ensure that elearning system is operating in a secure and safe environment. The effort to increase awareness level among e-learning users requires proper training and awareness programs tailored to specific criteria and needs of the users. Users need to be trained and re-trained on safeguarding their information in elearning especially things related to their password management, physical security of their computers and any sharing on sensitive information to others. Monitoring on user awareness must be done continuously to reduce and eliminate any chance of attacks on e-learning system.
The security awareness level of students using e-learning system and their response towards e-learning threats are the key contributions of this study. The experimentation conducted reveals that the behavior of e-learning users, especially towards security threats is reflected from their level of awareness in e-learning security. Knowledge on security awareness level gathered in this study is very important for university's authority in determining suitable and effective awareness program for their e-learning users. With proper implementation, a secure e-learning environment can be maintained.
